CUCTEMA PAHHEIO
NPEOYMNPEXXOEHUA
KUBEPYIPO3

TDS

OBHAPYHEHUE
LEJIEBbBIX ATAK

MUcnonb3ys aaHHble KMbeppasseaky U TeXHOOMMU MaLLMHHOIO 06y4eHus,
KoMmnneKc TDS nossonseT BbIABUTL Bce GOpPMbl BpeOHOCHOr0 Koaa,
pacnpocTpaHAIoLLEeroca Unu yxe paboTaioLLiero B Ballei ceTu:

—— Luenesble yrpo3bl 1 0-day ataku
——  BPEAOHOCHbIE JOKYMEHTHI
——  BaHKOBCKME TPOAHbI

——  LUNMoHcKoe M0

MO6USIbHBIE TPOAHbI
MHCTPYMEHTHI yaneHHoro JocTyna
6erpopbl

W Opyrvie yrposbl

Komnnekc o6HapyKeHWs LienieBbIX aTak COCTOMT U3 Tpex Moayred:

TDS Sensor

AHanu3 BXo4ALLMX U UCXOOALLIMX
MaKeToB [aHHbIX C UCMOSb30BaHNEM
CUTHaTYp W NPaBusl, OCHOBaHHbLIX Ha
SKCKITIO3UBHBIX JaHHbIX 06 yrpo3ax.

TDS Polygon

AHanm3 noeefeHNA NOA03PUTENTbHBIX
06beKToB B 6e3onacHoi cpefe,
Mo3BOMALLMIA NPeoTBPaTUTbL
3apareHunn B pesynbTate

——  GULLIMHIOBbLIX PACChINOK
——  aTaK Ha bpay3ep

=== aTaK C UCNOoJ1Ib30BaH1EM
paHee Hen3BeCTHbIX
BpeOoHOCHbIX NporpaMMm
N MHCTPYMEHTOB

BepavKT 0 cTeneHW onacHoCTY 06beKTa
BbIHOCWTCA Ha OCHOBAHUM
Knaccudukatopa, dopmmpyeMoro
CUCTEMOW MaLLIMHHOMO aHanm3a.

MalLUHHbBIN UHTENNEeKT
Ha cTparke Bawuey 6esonacHocTu

C NoMoLLibI0 NMepeioBbIX TEXHOMOM NI
MaLLMHHOMO 0byYeHWsA Mbl 0bpaboTani
[aHHble, HaKomMeHHbIe 3a 12 neT
paccfiefoBaHWM M 3KCNepTU3.
Pe3ynbTathl nernv B ocHoBy
KnaccuduKaTopa, KoTopbi 06HOBNAETCA
no Mepe MofABIEHWA HOBbIX AaHHbIX.

Oby4eHve MaLLIMH MPOXoauT nog
KOHTPOIEM OMbITHLIX aHATUTUKOB,
YTO CBOAMUT K MUHKMYMY KOSNIMYECTBO
NOMHbIX CpabaTbiBaHNIA.

MWIJIMAPOA
PYBJIEU

3a 7 MecALEeB NMOXUTUMA U3 POCCUMCKINX
6aHKOB NpecTynHana rpynna Buhtrap

KoppeKTHo paboTaloLLme aHT1BMpYChI

N MeMKceTeBble IKpaHbl He CMOMIN BLIABUTL
aKTUBHOCTb BpefoHocHoro M0, KoTopoe
rpynna pacnpocTpaHana Yyepes
GULLIMHIOBLIE MCbMA.

MbI oTcnermBany akTMBHOCTb Buhtrap

1 3BOMIOLIMIO ee TPosiHa C MOMEHTa
MOABSEHWA, 33400 [0 Havana Lienesbix
atak. bnarogaps cBoeBpeMeHHoMy
06HOBIEHWIO CUTHATYP, 6aHKK, B KOTOPbIX
66111 ycTaHoBneH cerHcop TDS, He nocTpagani.

Y3HaliTe 6onbLue o TakTUKe Buhtrap
Ha group-ib.ru/reports

SOC GROUP-IB

PyyHol1 aHan13 noros., BeldeneHne
KPUTUYECKM BarKHbBIX MHUMOEHTOB
1 NoAaepHKa pearnpoBaHus
cneumanuctamm CERT-GIB

B perkmMe 24/7/365.

&

YBEJOMNEHNA O KPUTUHECKMX
3aparKeHnAX 1 NoMbITKax
3KCMyaTaLUmum yA3BUMOCTEN
o TenedoHy 1 e-mail.

Bo3MorHOCTb Bble3fa Ha MecTo

(2N YMHUMOEHTa, B TOM Yvcie 4aA cbopa

LlMd)pOBbIX [J0Ka3aTes1bCTB;

YHUKAJIbHbBIE UICTOYHUKU
AAHHbIX OB YITPO3AX

BbICcOKOTeXHOMOrMYHasA UHGPACTPYKTYpa
c6opa JaHHbIX 06 aKTUBHOCTU
K1beprpecTynHWUKOB AaeT HaM
BO3MOXHOCTb BbICTPO 1 TOYHO
06HOBNATL MapKepbl BpeOHOCHO
aKTUBHOCTM /1A BblIBMIEHMA
KPUTUYECKUX COBBLITUIA.

KUBEPPA3BEOKA

3KCKNI03MBHbIE AaHHble threat
intelligence o HoBbIX BpeJOHOCHbIX
nporpaMMax 1 3MeHeH1AX

B U3BECTHbIX BUpYCaX, CMeHe TaKTUK
atak n agpecos C&C-cepeepos.

KPUMUHAJIUCTUKA

HOMKaTopbl KOMNPOMETaLMK 1 Apyrie
cBefeHnA 06 aKTyasbHbIX Lief1eBbIX
aTakax oT J1abopaTopum KOMMbIOTEPHOI
KPUMUHANUCTUKN 1 UCCefoBaHnA
BpefoHocHOro koda Group-IB,
y4acTBYIOLLIEM B X paccefoBaHMM.

MALUMHHBIA UHTENJIEKT

BbifBNeHWe Heu3BeCcTHOro
BPpeoHOCHOro Kofia 1 MofenvpoBaHme
HOBbIX TaKTVK aTaK C UCroMb30BaHMeEM
nepenoBbIX anropUTMOB MaLLMHHOMO
06y4eHUA.

Bce faHHble 0 BbIABEHHbIX yrpo3ax
[0CTyNHbl B 06/1a4HOM Beb-MHTepdeiice.
Bbl yBUAUTE BCE aKTUBHbIE 3aparKeHuns
cpasy nocne nogkniodeHna ceHcopa TDS.



CEHCOP TDS

BrisBnAaet 3apaxeHHble y3bl,
YCTaHaBJIMBaA UX B3aMMOLENCTBMA
C KOMaHOHbIMU LIEeHTPaMu.

ﬂeTeKTVIpyeT ceTeBble aHOManuu,
reHepumpyemble BpeOHOCHbIMA
nporpamMMamu, npn noMoLLm
AIfOPUTMOB MaLLIMHHOI 0 aHanm3a.

WHTerpupyeTca ¢ cuctemon
noeefeHYecKoro aHanmsa Polygon
[NA BblIABNEHWA paHee Hen3BeCTHOMO
BPeAOHOCHOr0 Kofa.

MepenaeT MHPOPMALMIO O BbIABNEHHBIX
nHumaeHtax B SOC Group-I1B vnu
BHYTPEHHIOI0 CUCTEMY y4eTa /10roB.

TDS POLYGON

Polygon 3anycKaet dainbl,
nosy4eHHsle ot TDS, B M30/1MpOBaHHOM
cpefe, aHanM3upyeT 1x noBedeHue

Ha HU3KOM YPOBHE W BbIHOCUT
06BEKTVBHOE 3aKioYeHVe

0 CTEMeHM oMacHOCTV 06EKTOB.

I  KAK PABOTAET CUCTEMA OEHAPY}KEHUA ATAK TDS

Ob6paboTka 1 aHanm3 painos
NPOU3BOAMTCA BHYTPU BaLLEro
KOHTypa 6e3omacHoCTK, obecreymBan
MNOMHYI0 KOHOWAEHLIMANBHOCTb.

MapuwpyTusaTtop WHTepHeT
Bot-Trek ® ®
TDS polygon anpeon
CeHcop socC
Bot-Trek TDS Group-IB
MapuwpyTusatop
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Pa6ouue cTaHUUMn B, Be6, nouta Wi-FiceTb

MpuobpeTan TDS, Bbl 6ecrnnaTtHo nosyyaeTe cTpaxoBor nosunc ot AlG, pacnpocTpaHstoLmiica
Ha PUCKM YTEYKM KOPMOPATUBHBIX M NMEePCOHarnbHbIX AaHHbLIX U HapyLleHWA 6e30MacHoCTM
KOMTIbIOTEPHOM CUCTEMbI, BbI3BAHHOM 3aparKeH1eM U MoBperaeH1eM MHGopMaLmn.

Benp B oTOenbHbIX cny4vanx HM6epﬂpeCTyI'lHl/IHl/I MOryT NCMOJ1Ib30BaTb He TOJTIbKO Bpedo-

HocHoe [10, Ho 1 couManbHyIo MHHKeHepuio, 0bMaH, ModKyn coTpyaHUKoB. KnveHTsl Group-1B

3alLMLLEHDBI M OT TaKMUX CJTOHHbIX aTaK.

VHTepdelic TKeT-CHCTeMbI No3BONAET
YNOPAZLOYUTBL MPOLIECC pearvpoBaHwa v
06MeH 3HaHWAMMN MEHAY ero yHacTHUKaMM.

CBAXUTECb C HAMU
YTObbI MPOBECTU
TecT-gpamns TDS

+7 (495) 984 33 64

B MAKCMMANBHOE YO,0BCTBO UCMOJIb30BAHUA

06na4HbIV UHTEepdenc

BcA nHdopMaums o BulIfBMEHHbIX yrpo3ax
[0OCTyMnHa B BEG-UHTepdelice, Yepe3
KOTOPbIN yO0BHO OTCNEeMBaTL
yBeJOM/IeHWA B TeUeHWe OHs.

3ddeKTnBHAA NnoaaepKKa

YnobHanA TMKkeT-cncteMa, KOTOpaA MOXeT

ObITb OpraHM3oBaHa 1 Ha 6a3e floKanbHoro

Beb6-MHTepdelca, rapaHTUpYyeT, YTo HK1
O[WH BOMPOC He oCcTaHeTcA 6e3 oTBeTa.

Y3HAWTE BOJIbLUE

0 BO3MOMHOCTAX
npenoTBpaLL,eHuUs LeneBbIX
aTtaK c nomolupbio TDS

tds.group-ib.ru

SOC GROUP-IB
[aHHble, nony4eHHbIe 0T ceHcopa,
KnaccuouumMpyioTCa 1 KoppenupyloTcs

B LleHTpe 06paboTku AaHHbIX.

CobbITis aHanu3mpytoTca

KBaNMOULMPOBaHHBLIMK
cneumanmctamm Group-1B Bpy4Hyio.

AHanus paHHbIX BeAeTcA
KPYrnocyTo4Ho, 6e3 BbIXOAHbIX.

3KcnepThl SOC yBE4OMAT BaLLMX
CreunanmncToB 0 KPUTUYHBIX Yrpo3ax
no TenedoHy 1 e-mail, a AeTansbHble
pe3ynbTaThl aHanm3a byayT A4OCTyMHb
B yOo6bHoM web-uHTepdelice.

Bbl MoMeTe MpurBneYys cneumanmcTon
Group-IB ana ganeHenero
1ccneoBaHnA 1 pearMpoBaHuA

Ha BbIAB/EHHbIE YTPO3bI.

AlG

HarnagHble otyeTbl

BI/I3yaﬂM3MPOBaHHaF| CTaTUCTUKA

no nepmogam 1 rno tmnam COObITUI
NO3BONAET OTC/IeMBaTb NU3MeHeHNA
B AMHaMWKe U XapaKTepe aTaKk.

WUHTerpauua c SIEM

MoToK CobbITU, PUKCUPYEMBIX
ceHcopoM TDS, MoreT bbITb
aBTOMATUYECKM HanNpaBreH B Niobyto
SIEM nnn cuctemy xpaHeHrA noros.

MO3HAKOMBTECH C GROUP-IB

— OfiHUM U3 7 NIyHLIMX MOCTaBLUMKOB JaHHbIX
KubeppasBeaku (threat intelligence) B Mupe
no Bepcuu Gartner

Www.group-ib.ru





